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In 2013, the U.S. Department of Health and Human Services promulgated additional regulations, 
the HIPAA/HITECH Omnibus Final Rule (“Rule”), under the Health Insurance Portability and 
Accountability Act of 1996 (“HIPAA”).  The Rule enhances the privacy and security of individual’s 
health information and bolsters the government’s ability to enforce health information privacy 
violations.  The Rule’s changes to HIPAA apply to covered entities, including health plans and any 
health care provider who transmits health information in electronic form.  As such, these changes 
impact many Massachusetts municipalities.   

As a result of these new requirements, municipalities should ensure that they have taken the 
following steps to fully comply with HIPAA: 

• Review and, as necessary, update HIPAA Business Associate Agreements with third-
parties, including external ambulance billing companies, hospitals and employee 
assistance program vendors, to ensure full compliance with HIPAA’s updated privacy and 
security requirements, including updated breach notification rules. 

• Schedule HIPAA training for all officials and employees that handle medical information 
to ensure that individuals have received updated information about HIPAA’s 
requirements.   

• Analyze your current HIPAA Privacy and Security Policies and Patient’s Notice of Privacy 
Practices to guarantee that they have updated privacy, security and breach notification 
language. 

• Evaluate your current information technology policies and procedures to ensure that 
there are appropriate encryption and security protocols in place for the retention and/or 
transmittal of confidential health information.  

Since violations of HIPAA can result in significant fines and penalties and the U.S. Department of 
Health and Human Services is taking an increasingly active role in enforcing all reported violations 
of HIPAA, it is recommended that municipalities regularly review their HIPAA Privacy and Security 
Policies, Business Associate Agreements, train appropriate staff and conduct regular internal 
audits to ensure that they are meeting HIPAA’s current requirements.  

For further information, contact Attorney Janelle Austin at jaustin@k-plaw.com or 617.556.0007. 
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